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Abstract

Preventing the tampering of real-time signals via intrusion or unauthorized access is the
necessity of the time. This paper presents a new technique of image encryption based on
parameterized 9/7 wavelet filterbank. We have used 2-D Discrete wavelet transform (DWT) to
decompose the input image. The new parameterization approach is proposed to design 9/7
length filterbank. The proposed 9/7 filters are used in wavelet decomposition. Then, filter design
parameters, level of decomposition, sequence of code, approximation and detail subband
coefficients are arranged uniquely in bookkeeping vector S. The above said factors arranged in
stack format of S acts as a key feature of proposed image encryption and decryption process.
Therefore, image decryption is possible only when the client knows S. The proposed algorithm
is difficult to break and has low computational complexity. The proposed filters satisfy the
perfect reconstruction property.
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1- Introduction

With the advent of new cryptography techniques a secure multimedia transmission can be
established that denies unauthorized access. Applications of images processing are spread across
domains such as aerospace, military, and aviation. Thus, establishing a secure and safe gateway
of such multimedia signals has become necessary. To this end, Wavelet-based image encryption
is a widely accepted technique. The one-dimensional (1-D) and two-dimensional (2-D) FIR
wavelet filler banks are the most promising methods in image processing. The phase
characteristics of 1-D filterbanks are as promising as their low coefficient of sensitivity [1]-[4].
The Filterbank relies on segmentation and time-reversal techniques to split the input signal into
multiple components [5]-[7]. Some secured have been proposed in [8]-[11]. In [12]
Parameterized 9/7 wavelet filter bank designed on basis of lifting scheme. In [10], Wavelet filter
bank 5/3 improved frequency response using higher order half band product polynomial.

The cryptography techniques for RGB images with the use of random matrix affine
ciphers have been proposed in [13]. Fractional order Fourier transforms and Wavelet-based
decomposition techniques with application to multiple image encryption have been proposed in
[14]. The encryption of multiple images is done effectively with the help of fractional fourier
transform and decomposition of wavelet transform. A chaotic map-based fractional wavelet
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transform have been proposed in [15] that delivers higher performance. Spatial and transform
domain based techniques with significant remedies to numerical as well as differential attacks.
Integer wavelet transforms have been proposed in [16], [17]. Furthermore Chirkov standard
maps, integer wavelet transforms have been proposed in [18]-[21] are the interesting
developments in the domain of image encryption.

Figure 1. Structure of Two-channel bi-orthogonal filter bank.

This paper presents a new methodology that encrypts images based on parameterized 9/7
wavelet filter bank. The discrete wavelet transform is applied to perform cryptography related
operations. The input signal, x passes through the low pass filters and then it is convolved with
an impulse signal as shown below:

o0

x 1s decomposed via low pass HO and high pass H1 filters with impulse responses. The
output of these is rendered as the coefficients of approximation and detail, respectively. Discrete
wavelet transform is harnessed to decompose the image and the compression is carried out by
using thresholds on the decomposed images. A bookkeeping vector S is found, as discussed in
next section.

The paper is organized as follows: Section II briefly introduces the two channel filter bank
and proposes design of 9/7 filterbank. Section III presents the methodology for image encryption
that uses the parameterized 9/7 wavelet filterbank. Section IV concludes the paper.

2 - Review of Filter Bank

Fig. 1 shows the structure of two-channel bi-orthogonal filter bank. The output of filter bank is
given as:

V(2)=5[Go(2)Hy(2)+ G (2) H, (2) ] X (2)

()
+2G,(2)Hy (=2)+ G, () B, (~2) )X (=)
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Equation (1) assures constraint for perfect signal reconstruction. The perfect reconstruction (PR)
condition can be written as:

Where, Analysis filter is represented by Bo(z), B1(z) and synthesis filter by Ao(z), Ai(z). Assume
that equation (4.6) fulfills the necessary and sufficient requirements for perfect reconstruction.

B()4@)+B@A4@-Cz" ®)
By replacing z with —z in equations (1) and (2), the following equations as constraints required for
perfect reconstruction.

3 - Design of 9/7 Filter Bank for Image Encryption

This section focuses on novel approach to design 9/7 wavelet filter bank for image encryption
application. Initially, the designing of parameterized filterbank is explained in detail and designed
filter bank applied to image encryption technique in subsequent section.

A. Design of parameterized 9/7 wavelet filter bank

The set of symmetric linear phase function enforced by group of perfect reconstruction parameters.
The resulted parameters applied to different cases of 9/7. By replacing z by —z in equation (1) and
(2), we find out below equations to fulfil required perfect reconstruction condition.

In the JPEG2000 standard, 9/7 filters have naturally infinite precision. However, the extended
design may be converted into finite precision by relaxing the regularity criterion. (At z = -1, a
certain number of zeros is required).

We can design the 9/7 filler from symmetry/linear phase.

H(z)= p, +p1Z_1 +p22_2 +p3Z_3 +p4Z4 +p32_5 +p22_6 +p1Z_7 +poZ_8 3)

-1 -2 -3 -4 -5 -6
H(2)=qy+qz +q,z" +qz" +qz" +qz" +qz 4)
G(2)=r+rz" +rz +1nz  +nz 4z +rz (5)
G(2)=5,+52 +85,2 482 +8,z +82° +8,2° +82 +85,2° (6)

Using the same procedures as the 5/3 filters and using Perfect reconstruction condition, by
simplification of these simultaneous equations, we derived filter equation as below:

L 7)
Py 4
2p3Q2 _2p2% + 2p1q0 _% 8
1)4 — 0 ( )
n
q, = kq, )]
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£
When the above-derived relationships are re-entered into perfect reconstruction conditions, it
creates a new constraint for filter bank design.

5, = —Po4o (15)
rO
p} :f(poaplapz,qoﬁqzaro) (16)

These equation gives the generalized 9/7 filter bank as a function of the independent parameter

(Pos Pis P2 o> Do Ty) -

Design Example: We structured our own filter that relies upon six parameters in stack format
which are specific parameter. For Illustration purpose, we have added frequency response of GO
and G1 shown in Fig. 3. The key formation of encryption technique shows in Fig. 2.

B. Image Encryption

The image information is decomposed in various frequency bands using wavelet filter bank.
In the proposed method, 1-D wavelet transform decomposed image up to level 3. As a result the
image is encrypted by approximation sub bands, detail subbands and derived filter coefficients
from parameterized filter bank. After operating converse operation, the reconstructed image is just
replica of original image.
The designed filter bank is applied upto 3 decomposition level as shown in Fig. 2. For 1st level
decomposition, we assumed 3rd code parameterized low pass filter and high pass filter. Similarly,
2nd and 3rd level decomposition for 1st and 2nd code parameterized low and high pass filters are
assumed. Proposed filter satisfy the perfect reconstruction property, hence during decryption
process, we get perfectly reconstructed original image without any loss of information. In this
approach, filter design parameters (p0, p1, p2, q0, g2, r0), approximation subband (CA3) and detail
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subband (CD1,CD2,CD3) form the Bookkeeping vector S. Also, we have added level of
decomposition and sequence of code as extra key parameter as shown in Fig. 2. This makes the
Bookkeeping vector unique, which is a major and important characteristic for encryption process.
The correlation between decomposed and input image should be less. The correlation coefficients

for various filter parameters are calculated as shown in Table I.

Table 1: Key Generation for Encryption using 9/7 filter bank

Code [lj;l:zl;lleters One sided Coefficients gz:;ie_llng:
Py=-0.5 Ao =1[0.50.50.5]
P =0.5 A;=[-0.5-0.5-0.5-0.5-0.5]

1 qo=-0.5 By =[-0.5-0.5-0.5-0.5-0.5] |0.8115
ro=0.5 B, =[-0.5 0.5 -0.5]
Py=0.025 |A49=1[0.51.00.5]
P, =-0.025 | A;=[-0.25-0.5-0.25-0.5 -0.25]0.8126

2 qo=0.0125 |Bo=[-0.250.5-0.25 0.5 -0.25]
ro=—0.1 B, =[-0.5-1.0 -0.5]
P,=0.025 Ao=10.51.00.5]

s P, =-0.025 |A4;=[0.1250.50.250.25 0.125]
q0=0.0125 | B, =[-0.125 0.25 0.25-0.125] |0.712
ro==0.08751p —1.0.5-1.0-0.5]

Note that, we have kept filter design parameter, level of decomposition, sequence of code,
detail and approximation subband coefficient in one stack format which is unique and known to
client only. It is ensured that, the original image can be decrypted only when key parameters are
known to the client. To enhance the frequency resolution and approximation coefficient, the
decomposition process is repeated up to level 5. The encryption time is determined for each
decomposition level as tabulated in Table II. The relationship between encryption time at the

particular decomposition level is shown in Fig. 4.
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Figure 2. Key structure for image encryption.

===C =t !

K [ i 4 b | : . 3 e : :
b [ | | -
o " ;\J\\‘

3
\ % k|
1 i
" W w T = = T & & ™ = =
dsergsh S el e RO 8

P

Figure 3. Frequency response of Go and G filters
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Figure. 4. Relationship between encryption time and decomposed level.

4 - CONCLUSION

This paper proposes a novel technique of image encryption based on parameterized 9/7
wavelet filter bank. The filter design parameters, level of decomposition, approximation and detail
subband coefficient act as unique key parameters to enhance security of the system. It has been

ensured that, the proposed encryption algorithm give less correlation coefficient value. Therefore,
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proposed encryption algorithm is robust and powerful to prevent several cryptography
interferences. It is difficult to break and the proposed algorithm has low computing complications.
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